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ABSTRACT

Passwords have become a ubiquitous part of our everyday lives,
needed for every web-service and system. However, it is challeng-
ing to create safe and diverse alphanumeric passwords, and to recall
them, imposing a cognitive burden on the user. Through consecu-
tive experiments, we explored the movement space, affordances and
interaction, and memorability of a tangible, handheld, embodied
password. In this context, we found that: (1) a movement space of
200 mm x 200 mm is preferred; (2) each context has a perceived level
of safety, which—together with the affordances and link to familiar-
ity—influences how the password is performed. Furthermore, the
artefact’s dimensions should be balanced within the design itself,
with the user, and the context, but there is a trade-off between the
perceived safety and ergonomics; and (3) the designed embodied
passwords can be recalled for at least a week, with participants
creating unique passwords which were reproduced consistently.
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1 INTRODUCTION

With the digitalisation of our world, passwords have become some-
thing which we encounter multiple times a day. Yet, passwords
are not designed with usability in mind [1]. Common password
restrictions, such as a minimum number of characters, not reusing
a password, the requirement for special characters, uppercases,
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lowercases, and numbers, are designed to help people create safe
passwords [18]. However, they also make it harder for people to
recall their passwords, resulting in coping strategies including pass-
word managers, browsers that remember passwords, or less secure
alternatives, such as reusing passwords or writing them down [23].
This has resulted in security processes, where the user is the weak-
est link in the system [40].

However, the main problem is not people’s security-conscious-
ness, but the heavy cognitive load that prevents them from generat-
ing safe passwords [3, 23]. Furthermore, password restrictions force
people into behaviours which they perceive as too strict. This cre-
ates a conflict between their perception of how strong the password
needs be and the enforced practise [1, 23]. To tackle this, password
alternatives, such as biometric, graphical, haptic, and passwords
which use muscle memory, have been developed (e.g. [4, 25, 26, 37]).
Although the latter category shows promising results, the form,
interaction, and scale of this type of password is as yet unknown.
Therefore, this paper presents an exploration of the design space
of tangible passwords which use muscle memory.

Based on the concepts of embodied interaction and muscle mem-
ory, this research aims to develop an embodied password which uses
movement as the input modality. Using a Research through Design
[50] approach, we conducted one exploration and five experiments.
The process was explorative and iterative, where the results from
each experiment were used to inform the next. The research started
with an exploration of the movement space of passwords, followed
by experiments regarding the affordances and interaction. In these
experiments we examine how gestural input affordances influence
our perception of safety, the design of embodied passwords, the role
of dimensions, as well as the contexts in which passwords are used.
Furthermore, we investigate the memorability aspects of embodied
passwords, by exploring how people compose and recall them.

The overall contribution of this research is an understanding of
the fundamental aspects of embodied passwords which use muscle
memory. Specifically, the research gives an indication of the suitable
movement space, how to elicit those movements via an artefact,
the role of the dimensions of the artefact, and lastly, the variety
and memorability of embodied passwords. Before discussing the
exploration and experiments which have resulted in these insights,
this paper will first discuss the theoretical background concerning
embodiment, affordances, muscle memory, and alternative pass-
words.
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2 THEORETICAL BACKGROUND

2.1 Embodied Interaction and Movement

Although closely aligned to tangible interactior2f], embodied
interaction focuses on how the human body can be used to di-
rectly manipulate an artefact's body, as such creating meaning
interaction[47. Instead of using tokens and constraints, embod-
ied interaction focusses on using the artefact's body as the source
that controls the Graphical User Interface (GUI). For example, one
can squeeze or ip the artefact in order to perform an actiohl].
The interaction with the object is what allows the user to create
meaning. As explained by Dourish, embodied interaction focusses
on the creation, manipulation, and sharing of meaning through our
interactions with objects 1. Although embodied interaction is
more than capitalising on our bodily skills and familiarity with ob-
jects [10, these elements can reduce the cognitive load sometimes
associated with traditional GUI interactiongl]. Furthermore, a
crucial element of embodied interaction is movemermbodied
interaction refers to the ability to involve one's physical body in inter-
action with technology in a natural way, such as by gesty&#.
Movement forms the start, foundation, and premise for our way
of being in the world [L4. However, despite this, the role of our
actual human body is often overlooked in the design and writing
of embodied interaction. Limiting a meaningful, interesting, and
aesthetic t among movement, action, and interactio®]]. There-
fore, we explore whether embodied interaction could be used for a
password using a soma design approach [21].

2.2 A ordances

As described by Gibson, people (and other animals) are able to
perceive what action possibilities their surroundings have to o er
them [16. For example, a couch o ers the a ordance of sitting to
a grown person. However, it might o er another a ordance to a
toddler who is just learning how to walk. The toddler might use the
couch as a bar to obtain balance. As such, an a ordance represents
the relation between our bodies and the world, and depends on the
actor's own capabilities [16].

Designing for a ordances is especially interesting for interactive
products. By including computation, new action possibilities can be

created. For example, shape changing interfaces, where the shape

of an object can adapt itself to new context4], as such increasing
their usability [2]. Or action possibilities that only appear once a
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walking, swimming, knitting, etc., all become part of something
which is referred to as muscle memor2@. Muscle memory is a
type of implicit memory, which is associated with two brain areas:
one part which exerts control over the learning of action sequences,
so that even the most complex set of actions can become automated
(this is called “habit learning’), and a part that uses messages to
netune the actions BQ. When learning a new action, such as
writing, the habit learning brain part groups together the individual
motor elements and forms an action sequence. This action sequence
is then performed with decreasing variation; each time the action
becomes slightly better, faster, and more precise. This happens
with the guidance of the brain part that is responsible for adaption
and ne-tuning movements. Through time, these learned action
sequences can even become so hard-wired, that they become similar
to innate behaviours: behaviours which are a result of our genetic
memory, such as breathin@®f]. Furthermore, they can easily be
recalled without conscious e ort, even when they have been unused
for months [41, 44].

These qualities have not gone unnoticed by Human Computer
Interaction (HCI) researchers, who have used muscle memory for a
variety of purposes, such as helping people with eyes-free typing
[33, as an integral part of kinaesthetic interactiol§, and for
passwords 35 37). Because of the hardwiredness and its potential
for a password alternative, one of our aims is to further explore
how muscle memory can be used for an embodied password.

2.4 Alternative Password Approaches

Lastly, we will discuss some alternative password approaches; some
of which are already (commonly) used, such as biometric passwords
and graphical passwords, and some which present rst examples,
such as the TangibleRubik [37] and Bend Passes [35].

There is an increasing use of biometric passwords, where authen-
tication happens automatically, based on a person's physiological
or behavioural characteristic2f. These passwords rely on who
you are and what you do, as opposed to what you have (such as a
passport) or what you know38§. Biometric passwords are highly
personal and e ective, but can pose limitations as well. For example,
how would you reset your password in case you got hacked? You
cannot change your own DNA or adopt a new behaviour. Also, and
perhaps more relevant, do we trust companies with such personal

. . . i ion?
previous action has been performed, also called sequential or nested Information’

a ordances [L5. Quite commonly, a ordances only focus on our
cognitive skills, however they can also focus on other senses such as
touch or sound 15 19. It is based on the designer's understanding
of a ordances, that the interactions can either be easy or hard to
perform.

One of the aims of this research is to explore how certain move-
ment qualities can be elicited by objects, how an object can facilitate
a feeling of security, and what the link between object and environ-
ment is, hence exploring the a ordances of an embodied password.

2.3 Muscle Memory

We all perform actions which have become extremely familiar, but
once took e ort to learn. Repetitive physical actions such as cycling,

Pitched as a solution for the memory burden of alphanumerical
passwords 17], graphical passwords can take numerous forms. An
example is the pattern lock as used on Android phones, which give
the user the freedom to swipe their own line drawing across a small
matrix. Other examples ask the user to select particular areas of a
picture [49 or ask them to make a doodlel[]. Despite the variety,
all rely on the human ability to remember images or visual patterns
better than text 3. Although graphical passwords are already a
step towards accepting unique inputs that suit their user, they are
prone to smudge attacks3f, and limit us to 2D interfaces and our
nger(s).

Lastly, there are examples of tangible passwords which use move-
ment. A rst example is TangibleRubik37], a tangible password
which explored whether motor learning capabilities could be used
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Figure 1: A visual overview of the results mentioned in section 4.1.1. The pictograms represent the movements created by the
music conductor(s) (students). The lines and arrows indicate the direction of the movements. Whenever there is a dot beneath
a pictogram -see predictable and clear - itindicates a static movement. Straight lines, such as with unsafe , indicate abrupt
movements, whereas waves indicate ow.

for passwords. Here, people can manipulate a Rubik's Cube in or- proof of concept, leaving the design of the artefact out of its scope,
der to log in, where the combination of movements represents and the design of BendPasses are heavily based on the technology.
the user's password. In a lab study this research showed that the Therefore, we use a soma design approa2ii fo explore what the
participants could recall a password based on motor skills after a interaction with muscle memory-based passwords should be and
short interruption. A second example are Bend Pas$& Here how to facilitate this interaction through the design of an embodied
bend gestures performed on a exible interface represent the user's password artefact. The aim of this research is to o er guidelines
password. Bend Passes explored the creation, the memorability, and for future embodied passwords based on muscle memory.

the security of Bend Passes, both created by the users themselves

and assigned. The research shows that 81% of the participants were3 METHOD

able to recall the. self-;reated Bend Passwords for one.week and The overarching goal of our research is to explore whether em-
63% recalled their assigned passwords. Furthermore, this researchy,jieq passwords based on muscle memory can be used as an

provides rstinsights in how people recall and compose theirbend  gtemative to alphanumeric passwords. In order to do so, we need
passwords [35]. o an understanding of whether people are able to use and recall em-
Although these examples indicate that people can recall pass- ,gied passwords. However, before we can study people's ability
words which use muscle memory, and Bend Passes already provides i recal| and use embodied passwords, we need to understand the
insights in how people compose and come up with this type of pass-  cparacteristics of an embodied password: what movements, shapes,

word, they do not provide insights into the interaction, a ordances, interactions, and dimensions make sense for an embodied pass-
and design of muscle memory-based passwords. TangibleRubik is ay,5,q?
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In order to explore these elements, we conducted one exploration
and ve experiments. The exploration and the rst experiment focus
on understanding which movements are suitable for passwords and
the dimensions in which these need to be performed. The ndings
were then used to design an artefact which elicits these movements
and explore the interaction of an embodied password. Lastly, we
explored the role of the dimensions of the artefact and tested the
memorability of the designed embodied password.

The experiments will be discussed in three overarching themes:
(1) the movement space, (2) a ordances and the interaction, and
(3) the memorability. The role of dimensions and the memorability
experiment will be discussed in-depth. For brevity, a summary of
the main ndings will be given of the exploration and the other
experiments.

4 THE MOVEMENT SPACE

The rst step towards an embodied password was to gain an un-
derstanding of the movements suitable for a password and the
dimensions in which these movements need to be performed. In
this section, we will discuss the setup and the results.

4.1 Expressivity of Movements

The aim of the rst exploration was to gain initial insights in move-
ments which are suitable for a password and which are not. For
this experiment, four music conductors and two music conductor
students were asked to express password qualities with their hands.
The experiment focussed on music conductors, as they are trained
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for the positive password qualities were longer and showed more
e ort variation. Whenever a negative password quality scored the
e ort elements strong and quick, it was because the gesture was
short and performed with force. On the contrary, for the positive
password qualities it meant a long movement performed at a high
speed, see 6. A summary of these ndings with exemplary move-
ment pictograms can be seen in gure 1. All pictograms and video
footage of the movements can be found in the additional material.

From this exploration it seems that a movement suitable for a
password should focus on a quick, strong, bound, and direct e ort.
However, users should have the freedom to alternate with free and
light e ort qualities, in order to create unpredictable and captivating
passwords.

4.2 The Spatiality

Although the previous exploration gave insights in the e ort qual-
ities of password movements, it remained unclear within which
dimensions, or spatiality, these movements should be performed.
Some gestures used a lot of space, whereas others solely focused on
nger movements. Therefore, we setup an experiment to explore
the spatiality of an embodied password.

During this experiment participants were asked to create a pass-
word using hand movements within four boxes with di erent di-
mensions (see gure 2). The dimensions of the four boxes were
based on the gestures made in the exploration, with the biggest box
being large enough to facilitate the largest gestures and the smallest
being large enough for the smallest gestures. Eighteen participants

to use their hands to convey emotions or messages. The qualities t00k partin the study (of which eight identi ed as female and an
asked were both positive (such as safe) and negative password qual-2verage age of 22.3 years), all design students.

ities (such as unsafe), in order to create an overview of the type of
movements to design for and which to stay away from. Except for
safe and unsafe, the qualities came from the AttrakDi ques-
tionnaire [20, in order to use terms which have been validated.
Terms were Itered down to those that could potentially t an em-
bodied password. With the consent of the participants, the hand
movements were Imed and analysed using the Interaction Quality
Framework B9. One of the music conductors was asked to take
part in an interview, to get an understanding of the movement
principles behind conducting.

4.1.1 Results.

From the analysis it seems that some qualities elicit a similar or
culturally induced movement, as can be seen in gure 1 under 1.
For example, the qualities simple, clear, and predictable often
triggered the user to make a thumbs up sign. Other qualities, such
as unpredictable, resulted in a variety of movements, a complexity

Figure 2: The setup of the experiment. Cards containing the
positive password qualities have been assigned to the di er-
ent spatialities.

At the start of the experiment, the four boxes were placed in

in direction, and focussed on small gestures, see 2 for examples.front of the participant, together with cards containing the positive

Interestingly, movements which were associated with safe were
light and direct in their e ort, as seen under 3. Overall, the move-
ments created for both the positive and negative qualities were
bound and direct in e ort (see 4), meaning that the movements

password qualities from the previous experiment. Participants were
asked to put their hand in the boxes, imagine that they had to
make a movement within the box which would function as their
password, and assign the qualities to the spaces. If a quality could

were controlled, careful, constrained, and single-focussed, laser- not be assigned or if the participants believed it belonged to multiple
like [39. The positive password qualities mainly focussed on quick spaces, that was ne as well. The walls of the boxes were covered,
and strong movements, although sometimes light and free move- in order to prevent the participants feeling watched or judged.
ments were created as well. The light and free movements, as seen In order to analyse which spatiality was most desirable, the
under 5, were composed for qualities such as complicated, un- number of times a quality was assigned to a box was recorded,
predictable, and captivating . Furthermore, the gestures created together with the number of times a quality could not be placed.
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