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ABSTRACT

Passwords have become a ubiquitous part of our everyday lives,
needed for every web-service and system. However, it is challeng-
ing to create safe and diverse alphanumeric passwords, and to recall
them, imposing a cognitive burden on the user. Through consecu-
tive experiments, we explored the movement space, affordances and
interaction, and memorability of a tangible, handheld, embodied
password. In this context, we found that: (1) a movement space of
200 mm x 200 mm is preferred; (2) each context has a perceived level
of safety, which—together with the affordances and link to familiar-
ity—influences how the password is performed. Furthermore, the
artefact’s dimensions should be balanced within the design itself,
with the user, and the context, but there is a trade-off between the
perceived safety and ergonomics; and (3) the designed embodied
passwords can be recalled for at least a week, with participants
creating unique passwords which were reproduced consistently.
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1 INTRODUCTION

With the digitalisation of our world, passwords have become some-
thing which we encounter multiple times a day. Yet, passwords
are not designed with usability in mind [1]. Common password
restrictions, such as a minimum number of characters, not reusing
a password, the requirement for special characters, uppercases,
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lowercases, and numbers, are designed to help people create safe
passwords [18]. However, they also make it harder for people to
recall their passwords, resulting in coping strategies including pass-
word managers, browsers that remember passwords, or less secure
alternatives, such as reusing passwords or writing them down [23].
This has resulted in security processes, where the user is the weak-
est link in the system [40].

However, the main problem is not people’s security-conscious-
ness, but the heavy cognitive load that prevents them from generat-
ing safe passwords [3, 23]. Furthermore, password restrictions force
people into behaviours which they perceive as too strict. This cre-
ates a conflict between their perception of how strong the password
needs be and the enforced practise [1, 23]. To tackle this, password
alternatives, such as biometric, graphical, haptic, and passwords
which use muscle memory, have been developed (e.g. [4, 25, 26, 37]).
Although the latter category shows promising results, the form,
interaction, and scale of this type of password is as yet unknown.
Therefore, this paper presents an exploration of the design space
of tangible passwords which use muscle memory.

Based on the concepts of embodied interaction and muscle mem-
ory, this research aims to develop an embodied password which uses
movement as the input modality. Using a Research through Design
[50] approach, we conducted one exploration and five experiments.
The process was explorative and iterative, where the results from
each experiment were used to inform the next. The research started
with an exploration of the movement space of passwords, followed
by experiments regarding the affordances and interaction. In these
experiments we examine how gestural input affordances influence
our perception of safety, the design of embodied passwords, the role
of dimensions, as well as the contexts in which passwords are used.
Furthermore, we investigate the memorability aspects of embodied
passwords, by exploring how people compose and recall them.

The overall contribution of this research is an understanding of
the fundamental aspects of embodied passwords which use muscle
memory. Specifically, the research gives an indication of the suitable
movement space, how to elicit those movements via an artefact,
the role of the dimensions of the artefact, and lastly, the variety
and memorability of embodied passwords. Before discussing the
exploration and experiments which have resulted in these insights,
this paper will first discuss the theoretical background concerning
embodiment, affordances, muscle memory, and alternative pass-
words.
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2 THEORETICAL BACKGROUND

2.1 Embodied Interaction and Movement

Although closely aligned to tangible interaction [22], embodied
interaction focuses on how the human body can be used to di-
rectly manipulate an artefact’s body, as such creating meaning in
interaction [42]. Instead of using tokens and constraints, embod-
ied interaction focusses on using the artefact’s body as the source
that controls the Graphical User Interface (GUI). For example, one
can squeeze or flip the artefact in order to perform an action [11].
The interaction with the object is what allows the user to create
meaning. As explained by Dourish, embodied interaction focusses
on the creation, manipulation, and sharing of meaning through our
interactions with objects [10]. Although embodied interaction is
more than capitalising on our bodily skills and familiarity with ob-
jects [10], these elements can reduce the cognitive load sometimes
associated with traditional GUI interactions [42]. Furthermore, a
crucial element of embodied interaction is movement: “embodied
interaction refers to the ability to involve one’s physical body in inter-
action with technology in a natural way, such as by gestures” [32].
Movement forms the start, foundation, and premise for our way
of being in the world [14]. However, despite this, the role of our
actual human body is often overlooked in the design and writing
of embodied interaction. Limiting a meaningful, interesting, and
aesthetic fit among movement, action, and interaction [21]. There-
fore, we explore whether embodied interaction could be used for a
password using a soma design approach [21].

2.2 Affordances

As described by Gibson, people (and other animals) are able to
perceive what action possibilities their surroundings have to offer
them [16]. For example, a couch offers the affordance of sitting to
a grown person. However, it might offer another affordance to a
toddler who is just learning how to walk. The toddler might use the
couch as a bar to obtain balance. As such, an affordance represents
the relation between our bodies and the world, and depends on the
actor’s own capabilities [16].

Designing for affordances is especially interesting for interactive
products. By including computation, new action possibilities can be
created. For example, shape changing interfaces, where the shape
of an object can adapt itself to new contexts [24], as such increasing
their usability [2]. Or action possibilities that only appear once a
previous action has been performed, also called sequential or nested
affordances [15]. Quite commonly, affordances only focus on our
cognitive skills, however they can also focus on other senses such as
touch or sound [15, 19]. It is based on the designer’s understanding
of affordances, that the interactions can either be easy or hard to
perform.

One of the aims of this research is to explore how certain move-
ment qualities can be elicited by objects, how an object can facilitate
a feeling of security, and what the link between object and environ-
ment is, hence exploring the affordances of an embodied password.

2.3 Muscle Memory

We all perform actions which have become extremely familiar, but
once took effort to learn. Repetitive physical actions such as cycling,
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walking, swimming, knitting, etc., all become part of something
which is referred to as muscle memory [30]. Muscle memory is a
type of implicit memory, which is associated with two brain areas:
one part which exerts control over the learning of action sequences,
so that even the most complex set of actions can become automated
(this is called ‘habit learning’), and a part that uses messages to
finetune the actions [30]. When learning a new action, such as
writing, the habit learning brain part groups together the individual
motor elements and forms an action sequence. This action sequence
is then performed with decreasing variation; each time the action
becomes slightly better, faster, and more precise. This happens
with the guidance of the brain part that is responsible for adaption
and fine-tuning movements. Through time, these learned action
sequences can even become so hard-wired, that they become similar
to innate behaviours: behaviours which are a result of our genetic
memory, such as breathing [30]. Furthermore, they can easily be
recalled without conscious effort, even when they have been unused
for months [41, 44].

These qualities have not gone unnoticed by Human Computer
Interaction (HCI) researchers, who have used muscle memory for a
variety of purposes, such as helping people with eyes-free typing
[33], as an integral part of kinaesthetic interaction [13], and for
passwords [35, 37]. Because of the hardwiredness and its potential
for a password alternative, one of our aims is to further explore
how muscle memory can be used for an embodied password.

2.4 Alternative Password Approaches

Lastly, we will discuss some alternative password approaches; some
of which are already (commonly) used, such as biometric passwords
and graphical passwords, and some which present first examples,
such as the TangibleRubik [37] and Bend Passes [35].

There is an increasing use of biometric passwords, where authen-
tication happens automatically, based on a person’s physiological
or behavioural characteristics [25]. These passwords rely on who
you are and what you do, as opposed to what you have (such as a
passport) or what you know [38]. Biometric passwords are highly
personal and effective, but can pose limitations as well. For example,
how would you reset your password in case you got hacked? You
cannot change your own DNA or adopt a new behaviour. Also, and
perhaps more relevant, do we trust companies with such personal
information?

Pitched as a solution for the memory burden of alphanumerical
passwords [17], graphical passwords can take numerous forms. An
example is the pattern lock as used on Android phones, which give
the user the freedom to swipe their own line drawing across a small
matrix. Other examples ask the user to select particular areas of a
picture [49] or ask them to make a doodle [17]. Despite the variety,
all rely on the human ability to remember images or visual patterns
better than text [43]. Although graphical passwords are already a
step towards accepting unique inputs that suit their user, they are
prone to smudge attacks [35], and limit us to 2D interfaces and our
finger(s).

Lastly, there are examples of tangible passwords which use move-
ment. A first example is TangibleRubik [37], a tangible password
which explored whether motor learning capabilities could be used
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Figure 1: A visual overview of the results mentioned in section 4.1.1. The pictograms represent the movements created by the
music conductor(s) (students). The lines and arrows indicate the direction of the movements. Whenever there is a dot beneath
a pictogram -see “predictable” and “clear”- it indicates a static movement. Straight lines, such as with “unsafe”, indicate abrupt

movements, whereas waves indicate flow.

for passwords. Here, people can manipulate a Rubik’s Cube in or-
der to log in, where the combination of movements represents
the user’s password. In a lab study this research showed that the
participants could recall a password based on motor skills after a
short interruption. A second example are Bend Passes [35]. Here
bend gestures performed on a flexible interface represent the user’s
password. Bend Passes explored the creation, the memorability, and
the security of Bend Passes, both created by the users themselves
and assigned. The research shows that 81% of the participants were
able to recall the self-created Bend Passwords for one week and
63% recalled their assigned passwords. Furthermore, this research
provides first insights in how people recall and compose their bend
passwords [35].

Although these examples indicate that people can recall pass-
words which use muscle memory, and Bend Passes already provides
insights in how people compose and come up with this type of pass-
word, they do not provide insights into the interaction, affordances,
and design of muscle memory-based passwords. TangibleRubik is a

proof of concept, leaving the design of the artefact out of its scope,
and the design of BendPasses are heavily based on the technology.
Therefore, we use a soma design approach [21] to explore what the
interaction with muscle memory-based passwords should be and
how to facilitate this interaction through the design of an embodied
password artefact. The aim of this research is to offer guidelines
for future embodied passwords based on muscle memory.

3 METHOD

The overarching goal of our research is to explore whether em-
bodied passwords based on muscle memory can be used as an
alternative to alphanumeric passwords. In order to do so, we need
an understanding of whether people are able to use and recall em-
bodied passwords. However, before we can study people’s ability
to recall and use embodied passwords, we need to understand the
characteristics of an embodied password: what movements, shapes,
interactions, and dimensions make sense for an embodied pass-
word?
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In order to explore these elements, we conducted one exploration
and five experiments. The exploration and the first experiment focus
on understanding which movements are suitable for passwords and
the dimensions in which these need to be performed. The findings
were then used to design an artefact which elicits these movements
and explore the interaction of an embodied password. Lastly, we
explored the role of the dimensions of the artefact and tested the
memorability of the designed embodied password.

The experiments will be discussed in three overarching themes:
(1) the movement space, (2) affordances and the interaction, and
(3) the memorability. The role of dimensions and the memorability
experiment will be discussed in-depth. For brevity, a summary of
the main findings will be given of the exploration and the other
experiments.

4 THE MOVEMENT SPACE

The first step towards an embodied password was to gain an un-
derstanding of the movements suitable for a password and the
dimensions in which these movements need to be performed. In
this section, we will discuss the setup and the results.

4.1 Expressivity of Movements

The aim of the first exploration was to gain initial insights in move-
ments which are suitable for a password and which are not. For
this experiment, four music conductors and two music conductor
students were asked to express password qualities with their hands.
The experiment focussed on music conductors, as they are trained
to use their hands to convey emotions or messages. The qualities
asked were both positive (such as safe) and negative password qual-
ities (such as unsafe), in order to create an overview of the type of
movements to design for and which to stay away from. Except for
“safe” and “unsafe”, the qualities came from the AttrakDiff ques-
tionnaire [20], in order to use terms which have been validated.
Terms were filtered down to those that could potentially fit an em-
bodied password. With the consent of the participants, the hand
movements were filmed and analysed using the Interaction Quality
Framework [39]. One of the music conductors was asked to take
part in an interview, to get an understanding of the movement
principles behind conducting.

4.1.1 Results.

From the analysis it seems that some qualities elicit a similar or
culturally induced movement, as can be seen in figure 1 under 1.
For example, the qualities “simple”, “clear”, and “predictable” often
triggered the user to make a “thumbs up” sign. Other qualities, such
as “unpredictable”, resulted in a variety of movements, a complexity
in direction, and focussed on small gestures, see 2 for examples.
Interestingly, movements which were associated with “safe” were
light and direct in their effort, as seen under 3. Overall, the move-
ments created for both the positive and negative qualities were
bound and direct in effort (see 4), meaning that the movements
were controlled, careful, constrained, and single-focussed, laser-
like [39]. The positive password qualities mainly focussed on quick
and strong movements, although sometimes light and free move-
ments were created as well. The light and free movements, as seen
under 5, were composed for qualities such as “complicated”, “un-
predictable”, and “captivating”. Furthermore, the gestures created
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for the positive password qualities were longer and showed more
effort variation. Whenever a negative password quality scored the
effort elements strong and quick, it was because the gesture was
short and performed with force. On the contrary, for the positive
password qualities it meant a long movement performed at a high
speed, see 6. A summary of these findings with exemplary move-
ment pictograms can be seen in figure 1. All pictograms and video
footage of the movements can be found in the additional material.

From this exploration it seems that a movement suitable for a
password should focus on a quick, strong, bound, and direct effort.
However, users should have the freedom to alternate with free and
light effort qualities, in order to create unpredictable and captivating
passwords.

4.2 The Spatiality

Although the previous exploration gave insights in the effort qual-
ities of password movements, it remained unclear within which
dimensions, or spatiality, these movements should be performed.
Some gestures used a lot of space, whereas others solely focused on
finger movements. Therefore, we setup an experiment to explore
the spatiality of an embodied password.

During this experiment participants were asked to create a pass-
word using hand movements within four boxes with different di-
mensions (see figure 2). The dimensions of the four boxes were
based on the gestures made in the exploration, with the biggest box
being large enough to facilitate the largest gestures and the smallest
being large enough for the smallest gestures. Eighteen participants
took part in the study (of which eight identified as female and an
average age of 22.3 years), all design students.

Box 1: 400mm x 400mm

Box 3: 200mm x 200mm

Box 2: 300mm x 300 mm Box 4: 100mm x 100mm
Figure 2: The setup of the experiment. Cards containing the
positive password qualities have been assigned to the differ-
ent spatialities.

At the start of the experiment, the four boxes were placed in
front of the participant, together with cards containing the positive
password qualities from the previous experiment. Participants were
asked to put their hand in the boxes, imagine that they had to
make a movement within the box which would function as their
password, and assign the qualities to the spaces. If a quality could
not be assigned or if the participants believed it belonged to multiple
spaces, that was fine as well. The walls of the boxes were covered,
in order to prevent the participants feeling watched or judged.

In order to analyse which spatiality was most desirable, the
number of times a quality was assigned to a box was recorded,
together with the number of times a quality could not be placed.
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Furthermore, participants were asked to mention why they assigned
a quality to a box.

4.2.1 Results.

During this experiment the biggest box was most often referred to
as unpredictable. Moreover, due to the large space there was no need
to be cautious: P2: “you don’t need to be cautious within this space”.
On the contrary, the smallest box was regarded as complicated,
since it was hard to create a movement within the minimal space.
When looking at which box the participants preferred, box 3 was
the most common, as it fitted the participants’ proportions best and
allowed them to create both large and fine movements: P8: “This
space is just big enough for my hand proportion and gives me enough
room for very fine movements and still some bigger movements as
well.” Participants also stated that box 3 offered a sense of safety,
since the relatively small space gave the feeling that nobody could
see their movements: P14: ‘Tt is such a small space that nobody
can see what I am doing.” Interestingly, the participants mentioned
that they were inclined to make slow and cautious movements in
the smaller boxes, whereas the bigger boxes invited stronger and
faster movements. Based on these insights we decided to use the
dimensions of box 3 for our further research.

5 AFFORDANCES AND INTERACTION

The findings of the exploration and the first experiment give an in-
dication that the movement space of an embodied password should
be around 200 mm x 200 mm (relating this to an average hand [9]
means slightly longer than a stretched hand and around 2.5 times
as wide as a hand). Furthermore, the movements of the password
should have the effort qualities of being quick, strong, bound, and
direct, but offering the user the freedom to alternate with free and
light. This way, the user can create unpredictable and captivating
passwords.

Having gained insights towards the movement space of an em-
bodied password, the next step was to explore potential password
input artefacts. In this section, three experiments will be discussed
to varying extent, focussing on the shape, the interaction, the envi-
ronment, and the dimensions of an embodied password.

5.1 Making it Physical

With an idea of the type of movements, effort, and spatiality suited
for an embodied password, the question arose how to elicit these
through a password input artefact. Therefore, we conducted a pilot
study to explore whether these movements, effort qualities, and
spatiality could be elicited with physical artefacts, in order to create
an embodied password. Based on the video analysis of the first
exploration, twenty device mock-ups were designed, evaluated,
and reduced to eleven artefacts, which can be seen in figure 3.
This selection was then used in a mapping experiment, to explore
whether the design could be related back to the original gestures
and to check whether the translation between gesture and arte-
fact was performed successfully. Ten participants took part in this
experiment. At the start, they were shown video footage of the ges-
tures and received cards with the gesture pictorials (see figure 1 for
pictorial examples), plus the device mock-ups. The video footage
could be replayed and the cards were laid down in corresponding
order to the footage. Next, participants were asked to assign the
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Figure 3: Overview of the created mock-ups which would fa-
cilitate the gestures created by the music conductors and mu-
sic conductor students.

pictorials to the device mock-ups and explain why they assigned
them as such. Participants were allowed to play with the mock-ups
themselves and could assign multiple gestures to one mock-up, or
vice versa.

From this pilot, we saw that three mock-ups could be best related
to the original movements and had the clearest design according to
participants. These mock-ups can be seen in figure 4. The “wave”
was linked correctly eight times, the “joystick” seven, and the “twist”
six. Interestingly, the wave is a static object, whereas the others
facilitate a more active interaction with the artefact itself. These
mock-ups could be used as password entry devices.

The Twist The Joystick The Wave

Figure 4: Images and interaction with the three mock-ups.

5.2 Usage and Context

The three artefacts from the previous pilot study were then used in
our next experiment, with the aim to explore how people would
use them to create a password and in which context(s). For this
experiment participants had to walk through four scenarios in
which they had to unlock an item: ATM, laptop, mobile phone, and
a door. Within these scenarios, participants were asked to enter
a PIN-code, passwords for their laptop and mobile phone, and to
unlock a door, using the three artefacts. Furthermore, they were
asked to explain the design decisions behind their password and
which artefact they would choose for the experienced scenario.
With the participants’ consent, all movements and interviews were
recorded, in order to analyse how the artefacts were used and to
make transcripts. The video transcripts were analysed using open
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coding and the audio transcripts were analysed using thematic
analysis [7]. In total, twelve participants took part, of which six
identified as female, an average age of 24.4 years, all design or HCI
students.

5.2.1 Results.

A summary of the results follows. The (thematic) analysis of the
recordings resulted in three clusters of quotes and accompanying
movement qualities:

(1) Perceived necessary safety, meaning that the different pass-
word applications required a different level of perceived
safety. For example, for the mobile phone, passwords were
quick and short, whereas for the ATM, passwords were much
slower and composed, something participants did not mind:
P2: “Tt does not need to be fast. [...] it should be precise, I
believe. And very unique!”;

(2) Familiarity, meaning that participants automatically associ-
ated some of the shapes with specific contexts or vice versa:
P10: “Well, the first thing I think about when I see this [the
ATM] is that I associate it with numbers, and this [the lap-
top] with that ridiculously long organisational password, and
this [the phone], for this I have a vague swiping password.”,
which influenced the created passwords. To illustrate: for
the mobile phone participants created swipe-like motions, a
movement commonly performed on a phone; and

(3) Design feedback, meaning that participants wanted the arte-
fact to include two things. First, the artefact should commu-
nicate its current state. For example, whether the device is
already unlocked, or a door handle which would become
visible once the password is entered correctly. Secondly, the
password artefact should account for rhythm, speed, and
acceleration: P4: “Perhaps something with a speed authenti-
cation.” These elements could be useful to incorporate in
future embodied password designs.

Of the three artefacts, the rotary interface “the twist” (see figure
4), was preferred in three of the four scenarios (ATM, laptop, door).
The passwords created with this interface were seen as safe, it
provided a wide variety of movements, and offered affordances
for a clear start and end of the password, as participants lifted the
cylinder to indicate the start of their password and pressed it down
to complete it. This is an important movement element according to
the music conductors of the first exploration. Therefore, the decision
was made to use the twist as the basic shape and interaction for
further exploration. In order to do so, a next iteration of the artefact
was designed, as seen in figure 5.

Figure 5: The embodied password interface. To start the pass-
word you lift the top part, after which you can start rotating.
In order to enter the password, the top part is pushed back
in.
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5.3 Specifying Dimensions and Increasing
Realism

Having found the basic artefact form, we set out to determine the
most appropriate dimensions for the artefact. We created a 3 x 3
grid of the same artefact with alternating dimensions, as shown in
figure 6. Along the x-axis, the diameter of the interface changes
with a factor of two and along the y-axis the height of the cap
changes with a factor of two. This factor was chosen to ensure that
the smallest cap nicely fits between one’s fingers and the biggest
cap just fits a stretched average hand, keeping the relation to the
human body.

h=80mm
h=40mm

h=20mm

d=120mm

d=30mm d=60mm

Figure 6: Dimension-grid of the interface caps (right, 3x3 ma-
trix) which are attached to the hardware housings on the left.
The height of the housing stayed constant (40 mm). H indi-
cates the cap-height and D the diameter of the artefact.

To increase realism we decided to start the experiment with a
priming session, to create an alert feeling which people normally
experience when entering a PIN at an ATM. In order to do so, par-
ticipants were shown a movie clip at the start of the experiment.
We used two clips from a set selected by a Film and Literature
Studies student. The initial set of suggested clips was tested with
nine participants, to assess how much negative valence they gener-
ated using the PANAS-questionnaire [47]. We followed a similar
setup as [48, p. 117-125]. The two clips with the highest average
negative valence scores (26.4 and 26.6) were then used during the
experiment.

For the experiment, sixteen participants— of which six identi-
fied as female, an average age of 27.6, thirteen HCI-students, one
manager, and two HCI-teachers—were twice given three objects
to use as a password input device and assigned to one of the four
scenarios used in the previous experiment. At the start, participants
were shown the first movie clip, after which they had to create
three passwords with their initial set of artefacts. Having created
the passwords, participants were asked which artefact from the
set they preferred and why. After this, participants were shown
the second movie clip, and the process repeated itself with a new
set of artefacts. The passwords and interviews were recorded with
the participants’ consent. The video footage was analysed through
open coding, and the interviews were transcribed and analysed
using thematic analysis [7].

5.3.1 Results.
In general, participants preferred two artefacts: the smallest, with a
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diameter of 30 mm and a cap-height of 20 mm, and the middle-sized,
with a diameter of 60 mm and a cap-height of 40 mm. The smallest
artefact was considered the safest and leaving you in control. Par-
ticipants who preferred the middle-sized object made a trade-off
between the perceived safety of the artefact and how ergonomically
pleasing it was: P8: “[I prefer] size 1 or size 2, because size 2 is nicer to
hold, but size 1 is probably safer” Moreover, participants stated that
the artefact’s dimensions should be balanced within the artefact
itself, with their bodies, and with the context: P2: “That’s why I
turned it [the biggest object], because it felt out of balance.” and P9:
‘T would like either the smallest or the biggest. The smallest fits nicely
within my fingers and the biggest in my hand.” and P14: “The largest
is just too large for a door.” Lastly, participants mentioned that the
artefact should be concealable.

6 MEMORABILITY

The final aim of this research was to explore the memorability
aspects of the embodied passwords. After all, one of our starting
points was to capitalize on people’s muscle memory. In order to
do so, we decided to make fully working prototypes of the two
preferred interfaces of the previous experiment (see figure 7), and
set up a final experiment.

Figure 7: The artefacts used for the memorability experi-
ment.

The working models were created using the Sprakfun ProMicro
and an 8-bit absolute encoder (in our case [6]), within the Arduino
environment. By rotating the cap, the encoder registers the direc-
tion of the movement and its position. By either changing direction
or holding the same position for one second, the user can indicate
that a “movement” has been performed. The selected positions are
then saved in an array, resulting in a codified version of the em-
bodied password, which is used to verify whether the password is
entered correctly. Since it is nearly impossible to perfectly replicate
the initial movements, an error margin was added. The error margin
depends on the size of the movement: the bigger the movement, the
larger the allowed error margin, as it is harder to precisely repro-
duce large movements with the prototypes. The maximum allowed
error margin was twenty steps above or below the original value,
and the smallest margin five steps above or below. The error margin
is calculated by checking whether the ratios of the movements were
the same or if the number of steps equalled the original movement.
Only if all movements of the embodied password fall within the
error margins, the password is entered. To increase realism, the
prototypes were connected to a pre-programmed web-interface of
a fictional bank. By successfully entering an embodied or alphanu-
meric password, the user would unlock the bank account.
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The experiment itself consisted of three sessions. In the first
session, participants (see table 1) were asked to fill out the VAK-
questionnaire [8], to get an understanding of their preferred learn-
ing style and to see whether this influences how well a certain type
of password is recalled. Next, participants were asked to create
embodied passwords with the prototypes and two alphanumeric
passwords (meant as a baseline) for a fictional bank account. This
setup was inspired by [17] and [35]. The alphanumeric password
had to comply to the password restrictions commonly used by banks
(at least eight characters, including a number, special sign, and cap-
ital letter). Furthermore, the passwords should not have been used
before, nor contain personal information. The restrictions for the
embodied passwords were that the password should have a mini-
mum length of three movements, of which at least one varied in
size or direction. The difference in restrictions was purposeful, as it
is yet unknown whether people can recall the embodied password,
but it is known that people can recall alphanumeric passwords.

Participants first created the alphanumeric passwords. Each pass-
word had to be entered correctly twice to verify it, as commonly
required by online services. Next, participants had to create their
embodied passwords. Starting with the smallest artefact, partici-
pants were shown an example of how the interface worked, after
which they could familiarise themselves with the prototype. Based
on a pilot study, the decision was made to let the participants prac-
tise their embodied password five times (inspired by the research
setup of [36]) with a visual notation map of their password, as can
be seen in figure 8. The visual notation maps [31] of the movements
were automatically drawn in Processing. These maps served three
purposes: to create a visual overview of the passwords, to see how
accurately the passwords were reproduced, and as a hint for when
a participant had forgotten their password. For each password, par-
ticipants were allowed three attempts. If a participant could not
recall their password within this limit, they were shown a hint of
their password, to see whether this would help them recall. The
number of attempts required and whether a hint had to be given
was recorded. If the hint still resulted in a failed attempt, a new
password had to be created.

After the familiarisation rounds, the embodied password had to
be entered correctly twice without the visual feedback, in order
to verify it. This process was repeated with the biggest prototype.
After this, the participants were asked how they had designed their
embodied passwords, how they experienced them, and how they
felt using them.

The following day, participants were asked to return for the
second session, where they had to re-enter their passwords. The
third session took place a week after creating the passwords. This
session started with re-entering the passwords, after which a semi-
structured interview took place. The interview focused on how the
participants experienced the embodied passwords, how they re-
called them, what they believed the strengths and weaknesses of the
embodied passwords were compared to alphanumerical passwords,
how they had created and recalled their alphanumerical passwords,
which interface and which type of password they preferred, and
lastly, what they would change or add to the interfaces.

Fourteen participants took part in this experiment, see table 1.
The questions asked at the end of the first session and the semi-
structured interview were recorded, transcribed, and analysed using
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Table 1: An overview of the participants’ demographics

Average age 29.8 years
Standard deviation 12.1
Gender 8 male
6 female
Preferred learning style 5 Kinaesthetic
5 Visual
4 Auditory
Occupation 7 HCI PhD students

5 Design Masters’ students
1 Teacher
1 HCI Manager

Table 2: The average attempts required to successfully enter
the password

Average needed attempt ~ Session 2 Session 3

Embodied password 1.4 attempts
Alphanumeric password 1.2 attempts

1.1 attempts
1.5 attempt

thematic analysis [7]. Moreover, the password movements were
videotaped during the first session, to review the grip and move-
ment.

6.1 Results

One of the aims of this experiment was to explore whether peo-
ple could recall and reproduce embodied passwords. During the
second session, two participants forgot one embodied password,
but recalled them after being shown the notation map. Further, one
participant forgot one of the alphanumeric passwords and could
not recall it after the hint. Therefore, a new alphanumeric password
had to be created.

During the last session, all participants could recall and repro-
duce their embodied passwords. One participant forgot all alphanu-
meric passwords and another participant forgot one of the alphanu-
meric passwords. Both could not recall the passwords after being
shown the hints. Based on this, it seems that people are able to
recall embodied passwords and that the preferred learning style
does not influence their ability to recall a certain type of password.
Moreover, the average number of times needed for a successful
entry was calculated, which can be seen in table 2.

6.2 Thematic Analysis of the Interview Data

Our thematic analysis resulted in insights about the strengths and
weaknesses of embodied passwords, as well as insights about the
design and the interaction. In this section the highlights will be
discussed. Before each quote, the session number can be seen, which
is either session 1 (S1) or 3 (S3). The participant number is given by
P.

6.2.1 General Strengths and Concerns.

Strengths of the embodied password were that they were easy to
recall and the interaction was seen as personal, intimate, playful,
and unique to you: S3P6: “The advantage is the intimacy. Only you
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can feel your hands.” and S3P13: ‘T really like that it is very personal.
I believe that, especially when the movement is a bit more complex,
people cannot copy it, because they are not you.” Although the em-
bodied passwords were experienced positively, nine participants
believed that the embodied passwords were not secure for three
reasons:

(1) Visibility: Eight participants mentioned that they were con-
cerned with the visibility of the password: S3P1: ‘T do not
know about the safety.[... ] maybe if you make sure that no-
body is watching you, then maybe it is safe.” However, others
stated that they did not believe this was a valid reason, as
people can also see what you are typing: S3P12: ‘T am not
sure about other people seeing you doing it, but on the other
hand [...]. If someone looks at what you are typing, it is not
that hard to figure out.” This made participants wonder what
created this feeling, bringing us to the second reason:

(2) The password felt easy to enter and easy to recall: Par-
ticipants stated that the embodied passwords were easy to
recall, as they felt logical and natural to them. This made
them wonder whether this would be the same for others:
S3P9: ‘T do not know whether it is easy to guess for others.
To me it feels really easy.” and S3P3: “If you are reasonably
able to reproduce it without much cognitive effort, then what
are the implications of that with another person?” It seems
that a password needs to feel or be complex in order to be
perceived as secure: SIP13: “The first one felt really safe, as it
was very complicated.”

(3) The uniqueness of the created movements: Lastly, four
participants wondered how unique their movements were
compared to others: S3P4: “How typical are those passwords?
Because perhaps the rotation that is natural to me, is natural
to other people as well.”

Besides these security concerns, one participant mentioned that
at the moment it would be difficult to have multiple embodied
passwords: S3P12: “If you have ten passwords like this, then you have
a problem, because you can’t really have something like a context with
it.” Furthermore, the embodied passwords did not give an indication
whether you were entering the correct password or whether what
you had done was correct: S3P10: “Did I do something wrong? I don’t
think so. Did I enter the wrong password? I don’t think so. So there is
this feedback problem.”

6.2.2 Composing Embodied Passwords.

We discerned four distinct strategies to compose an embodied pass-
word: (1) The first was to create movements of which the feeling
could be recalled: S1P7: ‘T started uncomfortable and ended uncom-
fortable, so I know how it feels.” (2) A second strategy was to create
passwords based on a beat or a song: S1P2: “In my head I created like
a musical thing.” (3) Thirdly, participants created certain rules for
themselves: SIP9: “The bigger one was for the savings account, which
is long term, so that is why the final movement was a big rotation.”
(4) Fourthly, two participants created embodied passwords based
on alphanumeric passwords.

Interestingly, three participants created an embodied password
based on what felt natural to them without any strategy. The par-
ticipants could all recall these passwords, although one participant
had to be shown a hint.

2]
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Overview of the notation maps. For
each participant (indicated with P)
there are two maps: the map on the
| left is the password created with the
smallest prototype and the map onthe
{5 right the password with the biggest.
P3 P4
The maps should be read from centre
arc to outer arc, where the centre arc
represents the first movement. If an
arc points upwards from the starting
f position (e.g. P3's left map) it indicates
i{ amovementin the clockwise direction.
! If the arc points downwards (e.g.
P3's right map), it means a counter
P7 P8 clockwise movement.
Each new arc indicates a new
movement, so the number of arcs
indicates the number of moves.

The speed of the movements is
indicated by the lines: a dotted line
means a quick movement, whereas a
solid line indicates a slow movement.
The larger the spacing between the
dots, the faster the movement.

P11 P12

The gradient of the lines indicates the
passage of time: the bluer the line, the
longer it took to enter the password.
In case of P5 the left map, it indicates
that the participants took some time
to start entering the password.

Figure 8: Overview of the notation maps. The notation map on the left shows the password for the smallest prototype and the
map on the right for the biggest. The participant number is indicated with P.

Figure 8 shows an overview of all the embodied passwords.
As can be seen, no password was identical. Although 36% of the
embodied passwords focussed on the minimal required length of
three, some participants created passwords which were consider-
ably longer, consisting of more than ten moves (see P5 and P14).
However, most participants stayed within one “movement range”.
The given reason for this was the natural boundary of your hand
and wrist. The percentage of minimum length was 7% for the al-
phanumeric passwords,with most passwords having a length of
9-11 characters and none longer than 19. Looking at the passwords,
there does not seem to be a direct link between the dimensions of
the artefact and the created passwords.

trial attempt 1 trial attempt 2 trial attempt 3 trial attempt 4: invalid trial attempt 5

JECRN]

7
] 0

session 3:
a week later

sessions 2:
the next day

verification

Figure 9: Participant 14’s embodied password, of 21 moves,
throughout the experiment. Trial attempt 4 was invalid,
meaning that the password did not match the original.

Besides the overview of all the created passwords, an overview
of how the passwords evolved was made. An example can be seen

in figure 9. As mentioned earlier, to enter the password, the move-
ments had to be the same ratio and/or hit the same values as the
initially selected password. Slight deviation was allowed according
to the programmed error margin. Throughout the sessions partic-
ipants were able to consistently reproduce their passwords. An
example can be seen in figure 9, which—despite focussing on one
of the longest passwords— shows a consistency throughout the
experiment. The notation maps show a high similarity, with the
exception of trial attempt 4. This attempt deviated too much and
resulted in an invalid entry. The complete overview, together with
footage of the movements, can be found in the additional material.

6.2.3 Recalling Embodied Passwords.

The embodied passwords were seen as easier and faster to recall:
S3P5: “For me it is easier to remember a movement |[...] because
it has always a reason.” and S3P12: “Somehow the movements felt
familiar, as if I had done this my entire life.” Besides, participants
mentioned that having a strategy helped with recalling: S3P6: ‘T
remember the strategy that I explained so then I knew that. [...] It
made me feel like less constrained in remembering them and less
anxious that ‘oh you are not going to remember it’. In some way it
was more organic.” Interestingly, some participants only recalled
their passwords once they had to enter them: S3P7: “But I didn’t
remember the exact sequence and so on. Until I did it, basically.”

6.2.4 Feedback on the Embodied Password.
Twelve participants mentioned that they wanted some feedback
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with their embodied password. This feedback should provide guid-
ance when replicating the password, as such providing some reas-
surance of reproducibility, and communicate whether the created
password is a “good” password, or whether the entry was success-
ful. Haptic feedback was mentioned the most, as it is discreet and
subtle: S3P5: “Tt would be cool to have some kind of resistance, so some
kind of haptic feedback maybe. Something that is not very obvious,
really subtle”. Visual and audio feedback were mentioned as well.

Another element of improvement were sequential affordances
[15] that would allow you to only start entering your password
once the device is prompted: S3P7: “this one opens up when it is time
to type the password kind of thing. So you know as the user that it is
connected. It is time to do it.” An element which was seen as positive
by the participants was the clean and minimal design: S3P12: ‘T
like that they are white. They are really clean and inspire you. Like a
blank sheet, you can do whatever you want.”

7 DESIGN IMPLICATIONS

In this section we briefly present design implications for embodied
passwords based on muscle memory derived from the findings of
our studies. The exploration and first experiment have given us an
idea of the movement space of passwords. Password movements
should have a quick, strong, bound, and direct effort, with the
freedom to alternate with light and free. This way, the user can
create unpredictable and captivating passwords. The movements
should be performed in a spatiality of 200 x 200 mm. Translating this
to ratios, the spatiality should be slightly longer than the average
stretched hand and around 2.5 times the width [9].

Regarding the affordances and interaction, we have found that a
cylindric shape worked well for the creation of a variety of “safe”
passwords with a clear start and end. The context of a password
has a perceived necessary safety, which together with the affor-
dances and link to familiarity, influences the passwords people
create and how they are performed. Moreover, the dimensions of
the artefact play an important role in how people perceive and use
it. Smaller dimensions are seen as safer, however, in our research
we found that there was a trade-off between the perceived safety of
the artefact and how ergonomically pleasing it was. Furthermore,
the dimensions of the artefact should be balanced within the design
itself, with the user, and with the context.

Lastly, this research has shown that people can recall embodied
passwords for at least a week. In our memory experiment, par-
ticipants all created unique passwords, using different strategies.
However, participants had concerns regarding the visibility of the
passwords, the fact that they felt easy to perform and recall, and
the uniqueness of their movements. A main point for improvement
would be feedback, which should provide guidance and a way to
communicate with the user.

8 DISCUSSION

This research has generated insights in what an embodied password
could be, what the interaction should be, and the memorability
aspects of embodied passwords. The presented findings can be used
for the design of future embodied passwords, password alternatives,
or objects which could make the user feel safe. In this section we
briefly discuss our main findings.
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8.1 The Influence of Dimensions and
Movement

For the design of embodied passwords, it is important to consider
how the dimensions of the password artefact influence the perceived
safety of the object. In this research, the smaller objects were seen
as safer and more comfortable than the larger sized equivalents.
This might be because the larger objects were harder to cover with
your body, hence more visible. However, it could also stem from
the feeling of control. With the smaller objects, participants felt as
if they were the ones in control, whereas with the bigger objects, it
felt as if the object controlled them.

The feeling of “small being safe” can be observed in the move-
ment qualities of the passwords as well. During the memorabil-
ity experiment, most embodied passwords stayed within a certain
range. Participants even stated that they would like to create smaller
movements, but that it was not possible without feedback. Interest-
ingly, as explained by a music conductor, small movements demand
more attention and show confidence in your message. Although
the smallest interfaces were regarded the safest, participants often
preferred the middle-sized artefact with a height of 40 mm and a
diameter of 60 mm as their embodied password. This artefact suited
the dimensions of their hand, hence being the nicest to use.

Lastly, in our study, the music conductors and music conductor
students associated light and free movements with complicated-
ness and unpredictability, which seems to be a juxtaposition. We
therefore suggest that further research is needed in order to fully
understand the type of movements suited for muscle memory-based
passwords, and why these types of movement.

8.2 Design Elements and Future Directions

The embodied passwords used in the memorability experiment
were not regarded as safe passwords, with two reasons being that
they were easy to recall and felt natural to perform. Interestingly,
the passwords which were seen as safe, felt complex to the par-
ticipants. This could indicate that passwords need to feel complex
in order to be perceived as safe. This sentiment might stem from
our alphanumeric passwords, where complex rules try to force
users to create safe passwords. However, in future research, we
would rather pursue creating a sense of safety by adding haptic
feedback. According to our research, feedback could reassure the
reproducibility, add complexity, enable more complex passwords,
communicate whether the password has been entered correctly
or whether the correct password has been entered, and inform
about the strength/uniqueness of the password. Haptic feedback
is invisible to others and plays into the feeling of intimacy already
experienced with embodied passwords. Moreover, prior research
has already given an indication that people can recall haptic pass-
words [4, 5] and the work of [45, 46] gives pointers of the type of
haptics suitable for rotary devices.

Although the embodied passwords were not perceived as safe by
all, we believe this research has found arguments which state the
opposite: participants mentioned that you cannot easily share your
embodied password with others, and that you cannot easily forget
and replace them. Furthermore, the strategies to come up with
and recall the embodied passwords were quite unique. Of course,
we clustered them in this paper, but none were identical. These
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elements give an indication that embodied passwords could possibly
be strong passwords. Especially when the password not only looks
at what is performed, but also how it is performed. The results
show that each person holds, uses, and performs their password in
their own unique way. We assume that by including how someone
performs their password, the security can be increased. In order to
achieve this, knowledge from behavioural biometrics can be used
[4].

Lastly, this research was based on the idea of utilising muscle
memory. Although the memorability experiment only had the du-
ration of a week, it seems that the embodied passwords already
started to become part of the participants’ muscle memory. Ac-
cording to Paul Fitts and Michael Posner, there are three stages of
muscle memory [12]. During the first stage, movements are slow,
inconsistent, inefficient, and mostly controlled consciously. In the
second stage, movements have become more fluid, efficient, reliable,
and are (to some extend controlled) subconsciously. The last stage
shows accurate, efficient, and consistent movements, which are
mainly controlled subconsciously. From the interviews and nota-
tion maps, it seems that participants were experiencing the second
stage: the movements had become consistent by the third session,
and participants mentioned only recalling the password when they
had to perform it, the easiness of recalling, and that it felt as if they
had done it their entire life, indicating that it happened without
much conscious effort. Although it is known that muscle memory
quickly starts to take place and continues even after the practice
has ended [27, 28], the exact amount of time needed to become
completely unconscious depends on the difficulty of the action.
Therefore, we believe a long term experiment should be conducted
to explore if and when an embodied password reaches stage three.
If this happens, it would imply that people can recall an embodied
password even after months of not using it.

8.3 Practicality of Embodied Passwords

Since our research is one of the first studies exploring what muscle
memory-based embodied passwords should look like and their inter-
action capabilities, we did not yet investigate practicality. However,
this should be a follow-up step for future research. A first element
to explore is the practicality of the password artefact itself: should
it be integrated or a separate device, how can people use and carry
it in their everyday lives, how does the context influence the design
and interaction? Answers to these questions are needed, in order to
understand and create muscle memory-based embodied passwords
which we can use in our daily lives.

Next, we should explore how (the buildup of) muscle memory
differs for different physical forms. In our work, we found that a
cylindrical shape works well and it seems that passwords created
with our device started to become part of the participants’ muscle
memory. However, it might be that other shapes and interactions
more quickly train our muscle memory. Therefore, future studies
should explore the role of shape and interaction on muscle memory.

Lastly, we created notation maps that would serve as a hint to
the participants, when they forgot their embodied password (and
which provided an overview to the researchers). If movement-based
passwords become a real alternative, we will need a new style of re-
minders and verification questions, as opposed the alphanumerical
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currently in use. Future studies should explore how to represent
and communicate password movements and how to recall or reset
‘forgotten’ passwords.

8.4 Limitations

This research has several limitations. For future research we should
conduct similar experiments with a more varied sample of partici-
pants and with larger participant sample sizes. For the memorability
experiment, more participants would certainly provide better in-
sights into the uniqueness of the passwords and their memorability.
Furthermore, especially for the memorability experiment, the re-
sults may have been influenced by the setup: participants knew
they were participating in an experiment focussing on memorabil-
ity, they were asked to explain their design decisions at the end of
the first session, the order in which the passwords had to be entered
was always the same, and participants could practise the embodied
password five times with a visualisation, in order to familiarise
with the prototype. All this could have influenced the memorability
of the passwords. Furthermore, the password restrictions for the
alphanumeric and embodied passwords were not equal. Although
it seems that people are able to recall long embodied passwords, it
is advised to conduct a test with equal minimum password lengths.
Moreover, the limitations of the prototypes could have influenced
the created passwords. Therefore, an experiment with improved
prototypes should be conducted.

Lastly, we did not explore the security of the embodied passwords.
During the memorability experiment, participants were concerned
about the visibility of the embodied passwords. We therefore think
it is important to conduct a study which explores the visibility
and reproducibility of embodied passwords by onlookers, in order
to explore the safety, besides the perceived safety. A similar test
has been conducted by [34], which found that the success rates
of replicating a password after onlooking were extremely low for
both bend passwords and PINs, which is promising for the embod-
ied passwords. Furthermore, quite commonly the strength of an
alphanumeric password is measured by calculating the entropy,
e.g. [29]. Something similar could be done for embodied passwords,
where the length and the speed of the movement is converted to bits.
Although this was outside the scope of our research, it would allow
us to calculate the strength of embodied passwords and compare it
to that of alphanumeric.

9 CONCLUSION

This paper describes an explorative research towards an embodied
password based on muscle memory. The results of the paper indicate
that embodied passwords are memorable and reproduceable for at
least a week, with a decreasing average number of attempts needed
to correctly enter the password. Furthermore, embodied password
are quick and easy to recall, and participants created passwords
which were unique to them. Besides, this research has found that
the movement space of an embodied password should be around
the 200 mm x 200 mm, wherein one can create movements with a
quick, strong, bound, and direct effort, and the freedom to alternate
with free and light. Moreover, each password context has its own
perceived necessary safety, which together with the affordances
of the artefact and what we are familiar with, influences how the
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password is performed. Lastly, the dimensions of the artefact have
an impact as well, with smaller sized artefacts being experienced
as safer. However, we found that there is a trade-off between this
experienced safety and the ergonomics of the artefact. Besides, the
dimensions of the artefact should be balanced on three levels: with
the context, the user, and within the design itself.

Our work gives motivation to further explore embodied pass-
words. Future research should explore the role of feedback, how
to ensure that embodied passwords feel safe to use, and whether
embodied passwords are actually safe. For the latter, an important
step is calculating the entropy of embodied passwords, as such
calculating the strength. The contribution of this research can be
used for future designs of embodied passwords, other password
alternatives, or objects that could to be perceived as safe.
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